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SUMMARY:

· Security Architect for Comcast’s Video Products for the last 3 years.
· 10 years of Security Consulting with large multi-national financial institutions for Security Architecture, Risk Assessment, Compliance, Policy Development, Product Design, Deployment & Integration.

· Self starter, strategic thinker, networker, committed to Quality.

· PKI (Entrust, Baltimore, RSA), Certificate & Registration Authority, OCSP (Valicert), SNMP.

· Firewalls(Checkpoint, Juniper/NetScreen), IDS(Snort), VPN(Cisco).

· Kerberos, SecurID, RADIUS/TACACS, PGP, SSL/TLS, Nessus, nCircle, nmap.

· Software development in C, C++, Java, PERL, *sh, HTML.

· Unix (Solaris), Linux (RedHat), Windows.

· Excellent writing and presentation skills.
QUALIFICATIONS:

· CISSP (since Aug 1999)

· M. S. in Computer Science (University of Rochester, 1978)

· B. Tech. (Indian Institute of Technology, India, 1976)

EXPERIENCE:

Principal Engineer, Product Security, Comcast Cable, PA
October/07 – Present

Experience: Security Architecture, Assessment, Policy writing, Fortify, Nessus, nCircle, WebInspect.
· Brought a consulting mindset to Video Engineering by providing customized security solutions for products & situations, rather than standard solutions.  Performed detailed reviews of various Comcast products and discovered risks in the proposed implementations.

· Developed security policies & guidelines for Comcast’s video related products. 

· Worked with hardware engineers to write requirements & ECRs for video related products.

· Worked with device and application vendors to test their products and to negotiate mitigations to security related problems.

· Improved overall security stance of video products by tightening configurations of existing devices and by working with vendors to improve their new releases. 
· Reviewed Interactive TV security, and led a CableLabs group to specify security enhancements for supporting advanced applications. 
· Currently leading an IETF Working Group effort (isms) to improve security of SNMPv3.  This will help in management of sensitive networked devices.
· Architected PKI signing server for objects like OCAP applets, STB & Cable Modem binaries, SSL certificates, etc.
· Developed two patentable product ideas, addressing DDoS Mitigation and Synchronized Viewing of Video.
· Took several video related training classes and learnt all aspects of Comcast’s business (especially cable video technology).  

Security Solutions Architect, VerizonBusiness, Inc, NY
Dec/04 – Sep/07

· Provided services for VB’s Security Consulting business unit by consulting with clients to understand their requirements and developing appropriate solutions.  Services ranged from designing & specifying a product installation, to helping install & configure systems after deployment.  
· Designed and deployed load balanced secure application gateways.

· Designed Distributed DoS (DDoS) protection.
· Designed and deployed multi-site firewalls.

· Developed product requirements for soliciting bids & proposals from vendors.

· Responded to RFPs by collaborating with multiple vendors to assemble comprehensive proposals.

Security Architect, Fleet Credit Card Services, PA
April/03 – Nov/04
Experience: Security Architecture, Assessment, Information Risk Management, Security Baseline development, nmap, Nessus, Qualys, Nikto.
Initially worked on Security Architecture issues for various Bank projects, including assessing applications and 3rd party networks, performing security analysis and penet-ration testing, and designing appropriate corrective controls. Subsequently took over all security related responsibilities at this subsidiary of FleetBoston Bank, including managing network integration, approving of firewall rule changes, access requests, etc.
Security Consultant, Cygate Consultants, NJ
November/02 – April/03

Client: ConEdison Communications, NY
February/03 – April/03

Experience: WebSense, BlueCoat, SmartFilter, Netscreen.
Developed corporate requirements for URL filtering product.  Installed & evaluated several available products (incl. SmartFilter) for functionality & usability.  Configured Netscreen firewall and deployed the selected product.

Client: Dresdner Bank (DRKW), NY
November/02 – December/02

Experience: Firewall configuration, Unix scripting, DNS/Bind 9, ssh/scp, Provider-1.
Managed Checkpoint FW-1 NG firewalls by adding Policy and NAT rules as necessary.  Set up split DNS server using BIND 9.  Wrote PERL & shell scripts on Unix (Solaris) to manage SSH keys on multiple hosts.

Security Consultant, Nursico LLC, NJ
May/02 – December/02

Experience: Win NT, Linux, VPN, Policies, Assessment, OS hardening, netcat, Nessus
Developed specific plans for Nursico (small healthcare service provider) to meet HIPAA guidelines.  Developed security policies and procedures, performed security assessment on network, hosts and applications, and tightened security on NT and Linux hosts.  Developed guidelines for application data classification.

Security Consultant, Finsoft Consultants, NY
February/99  – April/03

Client: JPMorgan Chase Bank, NY
October/00 – December/01
Experience: Win NT, RACF/MVS, PKI, VPN, Architecture, Encryption, Programming
Developed Security Architecture for ETS, the division that provides IT services to JPMC. Developed a three-year security strategy for ETS. Performed Gap Analysis to determine shortcomings in the current PKI and data encryption strategies.

Participated in effort to unify security architectures and operations after merger of JPMorgan and Chase. Made an inventory of security products and ongoing programs, and identified redundancies.  Identified suitable vendors & products to meet our needs.

Specified, designed and developed a high performance encryption application on mainframes for transferring sensitive financial data over insecure media.

Client:  Centre Solutions/Zurich Insurance, NY
March/00–October/00
Experience: Solaris, Win NT, Checkpoint, Nokia, RealSecure, VPN, Policies, Hardening, Programming, PERL & sh scripting, CAPI.
Designed and implemented a redundant Firewall & VPN (for remote access) architecture using Checkpoint on Solaris & Nokia for a global network having multiple connections to the Internet. Hardened Solaris using Titan.  Designed, specified and implemented RealSecure Intrusion Detection system using network and host based modules. Deployed Web and e-mail content filtering product. Wrote clear and understandable policies for end users and for operations staff.  Trained application developers in securing their systems.

Developed and initiated a security program for this growing company. Recommended appropriate security organization to senior management. Performed risk assessment of operational systems. Prioritized security related tasks based on exposure. Developed a budget and MS/Project schedule for tasks. 

Client:  Global Integrity, VA
February/99 – March/00
Experience: Solaris, AIX, Linux, Win NT, MVS, Checkpoint, Nokia,PIX, ISS/RealSecure, Snort, SecurID/ACE, Policies, Hardening, Entrust, Baltimore, Valicert OCSP, iPlanet, CAPI, CDSA, netcat, nmap, Single Signon, Biometrics, Programming, PERL & sh scripting.

Led team to review security for an Internet application at Bank of Tokyo. Performed ‘Tiger Team’ penetration analysis and uncovered several potential vulnerabilities.

Helped Identrus, LLC select the most suitable Public Key Infrastructure (PKI) product for their Root Certificate Authority. Developed selection criteria, reviewed available products, tested them and made final recommendations. Helped deploy the selected Baltimore Technologies product set, including CA and LDAP servers, client based software, and firewall product to secure the services.

Developed and fine tuned policy settings for Real Secure Intrusion Detection product.  Trained client’s staff to update policies to minimize false positives while catching true anomalies.

Analyzed business requirements and developed customized plans for implementing and deploying PKIs. Platforms included the mainframe (MVS), NT and Unix servers, and Windows desktops. The work included developing specific requirements, policies, a vision for how the system would operate, the architecture of various components, an implementation plan and schedule, test and rollout plans, and operating procedures.

Involved in various consulting engagements with clients (Apple, Coca Cola, Wells Fargo, AIG, Visa, etc.) involving enterprise security assessments, business risk reviews of specific systems, and developing enterprise security architectures.

Director, IT Security, Prudential Insurance Co, NJ
December/97 – November/98
Experience: Solaris, WinNT, TimeStep VPN, ISS/RealSecure, Policies, PKI, CPS, CAPI
Deployed product for securing data on laptop computers. Developed product requirements, identified and evaluated products, negotiated with vendor for price and for enhanced feature set, developed procedures for use, and developed training material for administrators and end users. Special attention was given to minimizing user impact while meeting all security, cost, and business continuity objectives.  Project managed product deployment.

Deployed a Virtual Private Network (VPN) to secure a wire transfer financial application. Developed configuration standards, administration guidelines, fail-over procedures, etc.  Helped select an IDS product and evaluated ISS Real Secure.

VP, Security Engineering, Morgan Stanley, NY 
March/97 - November/97
Security Consultant,          Morgan Stanley, NY 
November/94 - February/97
Experience: Solaris, NT, Kerberos, SecurID/ACE, Policies, PGP, LDAP, FIX, Single Signon, RACF, FIX.
Provided technical leadership for security engineering on Unix & PC distributed systems in the following areas: Authentication (Kerberos, SecurID, X.509), Authorization, Remote access (Radius), Application level security (Sybase), Security policy and Architecture. Developed and presented security strategies, evaluated security products, integrated products into the Morgan Stanley environment, developed operating policies and procedures, and deployed the products in a way that minimized negative user impact. Managed 3 engineers to accomplish the above.

Developed practical security strat​egies and policies for Kerberos based applications. Managed the project to deploy a Kerberos-5 authentication system throughout the firm. The challenge was to smoothly transition all applications and operations from a proprietary security system to Kerberos-5 for a Single-Signon experience. We also built several innovative tools using Kerberos-5 to give users and administrators flexible, yet secure, solutions to their needs. Published paper on our experiences.

Developed a Public Key Infrastructure architecture that meets the requirements of a large firm like Morgan Stanley. It allowed for practical issues like message recovery, password resets, ease of use, scalability, reliable trust between communicants and certificate revocation. Developed and deployed an e-mail encryption system based on PGP that meets above guidelines. Built a separate infrastructure for S/MIME and for securing SSL based applications. The system included redundant LDAP servers.

Developed the current security specification for the FIX (Financial Information Exchange) protocol. The specification uses public key and secret key algorithms to provide authen​tication, data confidentiality, and integrity for FIX transactions.

Actively involved in advising the Securities Industry Association (SIA) on information security issues.

Member of Technical Staff,  Bellcore, NJ
Sept/93 - November/94
Experience: Solaris, Win NT, MVS, Kerberos, SecurID/ACE, PKI, PGP, LDAP, Encryption, GSSAPI, Single Signon, Biometrics, BSAFE, PAM, GSSAPI.

Provided consulting services to Bellcore's clients in the general area of product integration and development of network security. Developed feasibility studies, project time and cost estimates, deployment strategies, etc. Specialized in the areas of Kerberos, DCE, PKI, Single Sign-on, Database security and Transaction systems.

Conceptualized, designed & developed a Single Sign-on product for MVS based. Devel​oped product requirements and the marketing model. Managed the project and provided motivation and imple​mentation guidance to two junior engineers. Developed a generic Single Sign-on architecture.

Developed an exportable encryption algorithm for a Bellcore product. Applied for and obtained a general export license. 

Staff Engineer, Sun Microsystems, Inc., CA
Apr/91 - Sept/93
Experience: Solaris, PKI, LDAP, RSA, DES, Encryption,BSAFE, PAM, GSSAPI
Developed the RSA Public Key authentication mechanism for Solaris using X.509 certificates. It allows applications to authenticate each other.

Prototyped a framework for “Federating” security mechanisms. The security mechanism (e.g. RSA or Kerberos) used between two communicating applications is negotiated at run time based on the actual requirements of the application and of the site. Depending on the mechanism selected, the application receives varying degrees (high or low) of authentication, authorization and encryption functionality.

Developed security architecture for Solaris based on the ECMA framework. It supports fed​eration, distributed authorization, delegation, inter-domain operation and secure program loading.

Cryptographic consultant for the Sun Export Control department.

Staff Engineer, Wang Laboratories, Inc., MA
Apr/87 - Apr/91
Experience: PKI, X.509, RSA, DES, Encryption, SNMP, GSSAPI
Led the development an OSI conformant network Event Report Facility. It propagated alerts, event notifications, and statistics information across a network. Implementation plat​forms included Unix V.3 and DOS/Windows. Led a team of 6 engi​neers.

Specified and developed Authentication Architecture for Wang's distributed services. It supported multiple authentication algorithms. Developed an interface similar to GSSAPI. Led the project that implemented a Universal Name Server. It was designed to be simultaneously compatible with X.500 and DNS.

Software Engineer, Commterm, Inc., MA
Oct/85 - Apr/87

Specified, designed and implemented Voice Networking for Commterm's Voice Mail System. The net​work used analog and digital transmission media to provide network administration, man​agement and voice data transmission. The architecture allowed consistent communications between a range of systems with widely varying capabilities. The development was done in C on a VAX/VMS for a 68000 based target system.

Software Engineer, T.I.I. Computer Systems, NY 
May/83 - Aug/85

Led the software design and development for a telecommunications tester. The product fit into a phone company central office and was used to predict and pinpoint faults in subscriber lines. Supervised a group of 2 to 4 junior engi​neers. The development was done on an UNIX system using C. Some of my contributions were:

· Design and implementation of a time sharing kernel.

· Design and implementation of a inter-board communications protocol using SDLC.

· Design and implementation of a Bisync based link to IBM systems.

Software Developer, Computer Consoles, Inc., NY 
Nov/81 - May/83

Software Developer, Cook Engineering, NY 
June/80 - Nov/81

Designed a TCP/IP based real time operating system for a telecommunications tester.  Developed communications stack for a multi-processor real time OS.
OTHER INTERESTS:
· Patent Application: “Synchronized Viewing of Video Content by Multiple Subscribers” 
· Patent Application: “Method for mitigating DDoS attacks in large networks” 
· Publication: “A Quantitative Approach to Security Architecture”
http://pejaver.com/Papers/Methodology.doc
· Publication: “Kerberos on Wall Street”, 6th Usenix Security Symposium, San Jose.


http://pejaver.com/Papers/Kerb.doc
· Patent Pending: “A new concept for elevators in buildings.”
http://levitators.pejaver.com/ 


· Mentor and Judge for FIRST Robotics, a program for high school kids.
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